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OBJECTIVE

“The�aim�of�this�workshop�is�to�give�an�overview�of�the�most�
pertinent�issues�to�consider�when�addressing�Health�Privacy�
with�Information�and�Communication�Technology�(ICT).�This�
non�technical�introduction�is�geared�towards�participants�
from�a�wide�range�of�backgrounds�from�both�Health�and�ICT.�
It�will�cover�the�necessary�groundwork�required�for�
developing�a�health�privacy�perspective�that�is�both�safe�and�
sustainable�with�our�emerging�eHealth�environments.”
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CONTENTS:

• A)�Introduction�to�key�privacy�issues�with�Health�systems:
– Introduction�� what�makes�health�privacy�different?

– Vulnerabilities,�threats�and�countermeasures�with�advances�in�ICT�

– Where�does�health�information�go?�
(Collecting,�accessing,�processing,�transmitting,�storing�and�managing�health�data)

– Navigating�the�legal�and�regulatory�jungle

– Secondary�use,�fear�and�trust

• B)�Managing�Health�ICT�privacy:�
– Your�responsibilities�� breaches,�notification,�risk�management,�policies,�etc.

– Choosing�the�right�systems�� “look�before�you�leap”

– Education,�training�and�staffing

– Managing�a�sustainable�vision�with�Health�IT�for�the�future�
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A)�Introduction�to�key�privacy�issues�with�Health�systems:

What�makes�health�different?

• Complex�legislation�and�policies�
• Disparate�systems,�applications�and�methods
• Whole�of�population
• Limited�choices�for�users�and�clinicians
• Consumer’s�expectations
• Ethical�and�human�research�issues
• Individual’s�moral�rights
• Lives�are�at�risk
• Breach�damage�is�for�life�(non� reversible)
• Nobody�is�interested�in�your�health�records!!
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JACKSONVILLE,�Fla.�– Twenty�hospital�
workers�– nurses,�admissions�workers�
and�patient�relations�staff�– lost�their�
jobs�this�week,�accused�of�breaking�
federal�privacy�rules�by�accessing�the�
medical�records�of�the�Jaguars'�Richard�
Collier.
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Breaches�and�Records�compromised

• Consider�the�trends�across�all�sectors:

www.infosecurityanalysis.com)�
a�case�of�– not�if�but�when?
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Health�Record�Compromised�– Who,�What,�Where?

Theft�and�
Malicious�insiders�with�

Electronic�records

Breach�Source
Sum�of�Total�

Records

3rd�Party�Fault 475550

Careless/Untrain
ed�Insider

459392

Hacking 479726

Malicious�Insider 1253050

Theft 2677133
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Jon�Paul�Oson,�38,�of�Chula�Vista,�California,�was�
sentenced�to�63�months�behind�bars�and�ordered�to�
pay�more�than�$409,000�in�restitution,�according�to�
federal�prosecutors�in�San�Diego.�He�was�immediately�
taken�into�custody�after�the�sentence�was�handed�
down�on�Monday.�It�is�one�of�the�stiffest�penalties�ever�
for�a�computer�hacking�offense.

On�December�23,�Oson�logged�onto�servers�belonging�to�his�former employer�
and�disabled�the�program�that�automatically�backed�up�medical�records�for�
thousands�of�low�income�patients.�Six�days�later,�he�logged�on�again,�and�in�
the�span�of�43�minutes,�methodically�deleted�the�files�containing�patients’
appointment�data,�medical�charts�and�other�information.

19th June�2008
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www.phiprivacy.net
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A)�Introduction�to�key�privacy�issues�with�Health�systems:

� Vulnerabilities,�threats�and�countermeasures�with�
advances�in�ICT

• ADVANCES�IN�ICT

• VULNERABILITIES,�THREATS�AND�
COUNTERMEASURES

• PRIVACY�DEAD?�
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IMPACT
OF

COMMODITY
LEVEL
ICT

Total�convergence:
Computers

Telecommunications
Content
with
Global
Ubiquity
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1969
• Early�recognition
• ICT�systems�ARE�

different�to�
paper�“scale” at�
all�levels

• Matter�of�“scale”
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Sun�on�Privacy:�'Get�Over�It'
Polly�Sprenger�01.26.99
The�chief�executive�officer�of�Sun�Microsystems�said�Monday�that consumer�privacy�issues�
are�a�"red�herring."

"You�have�zero�privacy�anyway,"�Scott�McNealy�told�a�group�of�reporters�and�
analysts�Monday�night�at�an�event�to�launch�his�company's�new�Jini�technology……
Get�over�it."�

Computerworld,�27�Nov�2001:
“Like,�‘You�have�no�privacy,�get�over�it.’ I'm�pretty�
famous�for�that�one.”

Sun�Microsystems�is�a�member�of�the�
Online�Privacy�Alliance,�an�industry�coalition�that�
seeks�to�head�off�government�regulation�of�online�
consumer�privacy�in�favor�of�an�industry�self�regulation�
approach.�
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The�Grill:�Privacy�is�a�thing�of�the�past,�says�private�investigator�Private�eye�Steven�Rambam�
explains�what�he�does,�how�he�knows�everything�about�you�and�why he's�not�the�one�you�
should�be�worried�about.
By�Robert�L.�Mitchell��� October�10,�2008
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“Morris” Worm
2�November�1988

• 10%�all�Internet�connected�systems�– down!
• three�years�probation,�
• ordered�to�pay�$10,000�fine
• perform�400�hours�of�community�service
• violation�of��USA�Federal�

• Computer�Fraud�and�Abuse�Act�of�1986.
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VULNERABILITY

THREAT
COUNTER�
MEASURE
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THREATS:
External�&�Internal

• Global�connection
• 24/7
• Motivation
• Healthcare�

specifics!
• Expertise

• Ahead�of�us!
• Organised�vs�

disorganised

• “Gen�Y”
• ICT�literate

• Mobile�/�personal�
products

• iPod�/�iPhone�/�USB
• Motivation
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COMPLIANCE��CHECKING:COMPLIANCE��CHECKING:
THE��REAL��PROBLEMTHE��REAL��PROBLEM

STANDARDS�
DOCUMENTATION

COMPLEX�DISTRIBUTED�
INFORMATION�SYSTEM

HEALTHCARE�SYSTEM�
DOCUMENTATION
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A)�Introduction�to�key�privacy�issues�with�Health�systems:

Where�does�health�information�go?�
(Collecting,�accessing,�processing,�transmitting,�storing�and�managing�health�

data)

• NPP’s�cover:
– Collection,�Use�and�Disclosure,�Access�and�Correction,�
Security,�Transborder�data�flows,�etc.�(total�10)

• IPP’s�cover:
– Manner/Purpose�of�Collection,�Storage,�Security,�Access�
and�Amendment,�Use,�Disclosure,�etc.�(total�11)

• Proposed�UPP’s�cover:
– Collection,�Notification,�Openness,�Use�and�Disclosure,�
Data�Security,�Access�and�Correction,�Cross�border�data�
flows,�etc.�(11�proposed)

• Privacy�Impact�Assessment�(PIA)�
– guides�specify�creating�an�Information�Flow�Map



23Better�Life�ICT�© 2008

Do�You�Know�Where�Your�Medical�Information�Goes?
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Queensland�Health�
eHealth�Strategy�
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A)�Introduction�to�key�privacy�issues�with�Health�systems:

Navigating�the�legal�and�regulatory�jungle

Privacy�and�Related�
Legislation�in�
Australia
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What�Legislation�Applies�to�Privacy?

• Federal�privacy�legislation�may�apply

• State�legislation�may�apply�(not�all�states,�e.g.�WA,�SA)
Health�Records�and�Information�Privacy�Act�2002�(NSW),�Information�Privacy�Act�2000�
(Vic),�Information�Standard�42,�Section�62A�of�Part�7�of�the�Health�Services�Act�1991�(QLD),�
The�Personal�Information�and�Protection�Act�2004�(Tas),�Information�Act�2002�(NT).

• Only�when�an�individual�can�be�reasonably�identified�–
Personal�Information�is�any�form�of�information�about�an�individual�whose�identity�is�
apparent�or�can�be�reasonably ascertained.

• When�you�are�a�private�company�and�a�healthcare�provider�Privacy
Amendment�(Private�Sector)�Act�2000

• exclusions�� refer�to�NHRMA�(guidelines�under�section�95A)

*Beware�administratively�based�guidelines�e.g.�IS42A:�Information�Standard�No.�42A�
(information�Privacy�Guidelines�for�Qld�Health)�aim�to�guide�in�situations�where�legislation�does�
not�specifically�cover.
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What are you required by 
law to do?

• Follow the 11 Information Privacy Principles (IPPs) that apply 
to Australian Government and ACT Government agencies

• and 10 National Privacy Principles (NPPs) that apply in the 
private sector

• Follow state legislation (where applicable)
• Take care - some overlap and some contradict
• Distinguish between 

– Personal information:  “information or an opinion….about an 
individual whose identity is apparent.”

– and Sensitive information (Health) which includes any 
information collected during the course of providing treatment 
and care to an individual 
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The�NPPs�and�Health�Information
• Provides�a�higher�level�of�protection
• Information�may�be�used�or�disclosed�only�for�the�purpose�it�was

collected�
• OR�a�directly�related�secondary�purpose�

� and�only�so�long�as�the�health�consumer�would�‘reasonably’ expect�the�information�
to�be�used�in�this�way.

• Special�provision:�
– the�disclosure�of�health�information�to�an�individual’s�family�member�or�

guardian�where�the�individual�is�physically�or�legally�unable�to consent�to�
disclosure;

– the�use�of�health�information�in�medical�research�relevant�to�public�health�
or�safety;

– the�use�of�health�information�in�the�compilation�and�analysis�of statistics�
relevant�to�public�health�and�safety;�and

– the�use�of�health�information�in�the�management,�funding�or�monitoring�
of�a�health�service.
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Data�Collection:�With�or�Without�consent?

• The�NPPs�acknowledge�public�interest�in�allowing�the�use�
of�health�information�in�the�management�activities�of�
health�service�providers�and�researchers�without�consent
in�limited�circumstances�for:
– research�relevant�to�public�health�or�public�safety;
– the�compilation�or�analysis�of�statistics�relevant�to�public�health�or�

public�safety;
– the�management,�funding�or�monitoring�of�a�health�service.

• But�only:
– if�it�could�not�use�de�identified�information�to�achieve�its�purpose;
– it�is�impracticable�for�the�organisation�to�seek�the�consent�of�all�the�

individuals�involved
– this�depends�on�the�scope�of�the�data�collection
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Data�Collection:
• It�must�be�collected:

– as�required�by�law;
– in�accordance�with�rules�established�by�competent�health�or�

medical�bodies�that�deal�with�obligations�of�professional�
confidentiality�which�bind�the�organisation;

– in�accordance�with�guidelines�approved�by�the�Privacy�
Commissioner�under�s�95A�of�the�Privacy�Act�1988.

• Patients/clients�must�be�made�reasonably�aware�of�how�their�
information�will�be�collected�and�used�including�data�which�is�not�
specifically�consented�and�is�routinely�collected�i.e.�for�service�
monitoring�(risk�mitigation)
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Data�Collection:
• Data�collected�for�a�consented�specific�purpose�(e.g.�a�clinical trial)�may�

still�be�available�for�reuse�for�a�different�purpose�subject�to�
appropriate�ethical�clearance.

• In�privacy�regimes�‘disclosure’ normally�refers�to�the�transfer�or�release�
of�information�outside�an�organisation.�

• However,�for�duty�of�confidentiality�purposes�with�public�health
organisations�(e.g.�Qld�Health)�disclosure�includes�transference�of�
information�to�ANY�other�person�including�other�staff.

Note�that:�as�soon�as�data�is�accessed�from�the�medical�record,�where�it�was�
recorded�for�the�specific�purpose�to�support�the�clinical�care�of�the�patient,�by�other�
staff�for�a�purpose�other�than�the�clinical�care�of�the�patient, it�is�being�
reused/disclosed.�Further�passing�that�information�on�again�to�another�person�for�
another�purpose�constitutes�further�disclosure
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Service�Management/�Quality�Assurance/�Research?

• Often�difficult�to�distinguish�quality�assurance�activities�in�the�health�
care�context�from�research�or�service�management/monitoring

• Service�management�includes�service�financial�planning,�service�
outcomes�monitoring,�Clinical�Audit�and�possibly�data�mining�of�clinical�
databases

• Quality�Assurance�includes�benchmarking�and�clinical�improvement
processes�and�possibly�data�mining

• For�activities�which�amount�to�research�or�go�on�to�publication�then�
proceed
– in�accordance�with�the�Section�95A�Guidelines,

– according�to�state�legislation�where�applicable�

– subject�to�review�by�a�Human�Research�Ethics�Committee�(HREC).
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Information�Privacy�Principles�
under�the�Privacy�Act�1988

1�� Manner�and�purpose�of�collection�of�personal�information
2�� Solicitation�of�personal�information�from�individual�concerned
3�� Solicitation�of�personal�information�generally
4�� Storage�and�security�of�personal�information
5�� Information�relating�to�records�kept�by�record�keeper
6�� Access�to�records�containing�personal�information
7�� Alteration�of�records�containing�personal�information
8�� Record�keeper�to�check�accuracy�etc�of�personal�information�

before�use
9�� Personal�information�to�be�used�only�for�relevant�purposes
10�� Limits�on�use�of�personal�information
11�� Limits�on�disclosure�of�personal�information

11�Information�Privacy�Principles,�Section�14,�Privacy�Act�1988�(Cth)
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National�Privacy�Principles

1� � Collection
2� � Use�and�disclosure
3� � Data�quality
4� � Data�security
5� � Openness
6� � Access�and�correction
7� � Identifiers
8� � Anonymity
9� � Transborder�data�flows
10� � Sensitive�information�

The�National�Privacy�Principles,�Privacy�Act�1988,�4�September�2006
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• A�UK�report�published�Jan�06�by�the�Academy�of�Medical�Sciences�said�that�large�
population�scale�medical�studies�are�in�jeopardy�because�of�an�"undue�emphasis�
on�privacy" by�regulators.

• The�inability�to�access�medical�data:
“There�is�no�question�that�research�is�now�at�risk.�Researchers�are�finding�it�
increasingly�difficult�to�get�past�the�regulatory�interpretation to�allow�their�
research�to�take�place”

“and�this�is�a�detriment�to�public�health.”
– Robert�Souhami,�cancer�research,�UCL

“Protecting�health�information�privacy�in�research:�how�much�law�do�Australians�need?” MJA�–
Medicine�and�the�Law�(Volume�183,�Number�6)�19�Sept05

PR�Croll,�“Are�undue�Privacy�concerns�putting�our�Health�Research�at�high�risk?” Privacy�Law�
Bulleting,�LexisNexis�Butterworths,�vol.�2,�no.10,�Apr�06,�pp139�140.

A)�Introduction�to�key�privacy�issues�with�Health�systems:

Secondary�use,�fear�and�trust
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B)�Managing�Health�ICT�privacy:�

Your�responsibilities�� breaches,�notification,�risk�
management,�policies,�etc.

• There�are�four�key�steps�to�consider�when�
responding�to�a�breach�or�suspected�breach:
– Step�1:�Contain�the�breach�and�do�a�preliminary�assessment�

– Step�2:�Evaluate�the�risks�associated�with�the�breach�

– Step�3:�Consider�notification�

– Step�4:�Prevent�future�breaches�

• Notification?�

– “when�there�is�a�real�risk�of�serious�harm”
(identity�harm,�humiliation,�reputation,�physical�harm,�employment�/�financial�loss)
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Continued�next�page
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B)�Managing�Health�ICT�privacy:�

Choosing�the�right�systems�– “look�before�you�leap”

• Cultural�contrast�– Europe�and�USA

• Grand�Challenges

• Large�Scale�Systems�in�Healthcare

• Protection�Policy�Considerations

• The�Data�Centre
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2001

Europeans… tight�and�highly�
restricted�privacy,�preventing�
organizations�from�divulging�
information..

North�Americans… less�concerned�
about�the�commercial�use�of�personal�
information,�though�much�more�
concerned�about�government�use.

The�contrasting�approaches�reflect�
different�cultures�and�histories.

COMPUTERS�COME�
FROM�THE�USA

BBBBBBBBBBBBBBBBBBBBBBBBeeeeeeeeeeeeeeeeeeeeeeettttttttttttttttttttttttttttttttttttttttttttttttttttttttttteeeeeeeeeeeeeeeeerrr
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PRIVACY�� VIEW�� USA

Privacy�is�the�ability�of�an�individual�or�group�to�seclude�themselves�
or�information�about�themselves�and�thereby�reveal�themselves�
selectively.

The�“right” to�be�“let�alone”.

Samuel�Warren�and�Louis�Brandeis,�
The�Right�to�Privacy,�4�Harvard�L.R.�193�(1890)

• USA�constitutional�history�– “Bill�of�Rights”
• “right” as�a�fundamental�concept�
• Legislation�– to�provide�remedies�for�violation of�

rights
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Personal�Personal�privacyprivacy and�national�security�in�the�and�national�security�in�the�
21st�century�both�depend�on�protecting�a�set�of�21st�century�both�depend�on�protecting�a�set�of�
systems�that�didnsystems�that�didn’’t�even�exist�until�late�in�the�t�even�exist�until�late�in�the�
20th�20th�—— the�electronic�web�of�informationthe�electronic�web�of�information��
sharing�known�as�cyberspace.sharing�known�as�cyberspace.

2008
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Challenge�#1:
Eliminate�epidemic�style�attacks�within�10�years;
Challenge�#2:
Develop�tools�and�principles�that�allow�construction�of�large�scale�
systems�for�important�societal�applications�that�are�highly�
trustworthy despite�being�attractive�targets;
Challenge�#3:
Within�10�years,�quantitative�information�systems�risk�management�
is�at�least�as�good�as�quantitative�financial�risk�management;�and
Challenge�#4:
For�the�dynamic,�pervasive�computing�environments�of�the�future,
give�user�security�they�can�understand�and�privacy they�can�
control.

CRA�CRA�““Grand�ChallengesGrand�Challenges””
Workshop�Workshop�–– Nov.�2003Nov.�2003

2003
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1970: “Report�of�the�Defense�Science�Board�Task�Force�on�
Computer�Security”

“The�issue�of�providing�security�controls�in�computer�systems�will�
transcend�the�[US]�Department�of�Defense.�Furthermore,�the�
computing�industry�will�eventually�have�to�supply�computers�and�
systems�with�appropriate�safeguards”

“Thirty�four�years�later,�it�is�clear�that�the�
computing�industry�did�not�fulfill�this�
prediction.”
Julie�J�C�H�Ryan�&�Corey�D�Schou
“On�Security�Education,�Training�and�Certification”
Information�Systems�Control�Journal,�Vol�6,�2004
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LARGE��SCALE��SYSTEMS��IN��HEALTHCARE

• systems�catering�for�>10,000�“seats”
• of�critical�importance�to�their�“owner/owners”
• of�critical�importance�to�their�“audience”
• of�national�infrastructure�importance
• public�or�private�sector
• single�or�multiple�management�responsibility
• normally�subject�to�some�legislation/regulation�
• transaction�orientation
• Petabyte�(1,000�terabyte)�stores�

• (and�beyond)
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“End�to�End�Focus”

• End�of�“Network�Perimeter” as�
security� enforcement�entity

• Application�/�process�/�OS�/�
Middleware�/�database��focus

19�March�2008
Open�Development�
Device�Conference

CHOICE:
MOBILITY
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PROTECTION��POLICY��CONSIDERATIONS��IN��CHOOSING��ICT

• USA�/�US�States�/�UK
• States:�“mandatory” encryption�of�personal�

data
• USA�Federal�Trade�Commission�

• crypto�=�reasonable

• UK�– Data�Commissioner
• Marks�&�Spencer: “Ensure�that�personal�data�are�processed�in�
accordance�with�the�Seventh�Data�Protection�Principle�in�Schedule�1�Part�I�of�the�
Act�and,�in�particular,�ensure�that�the�process�of�laptop�hard�drive�encryption�
commenced�by�the�data�controller�in�October�2007�is�completed�by 1st�April�
2008”



50Better�Life�ICT�© 2008

• Recognition�of�infosec�“market�failure”
• over�long�time
• ICT�industry�opposition�to�regulation
• experienced�in�other�industries�/�areas

• cars,�air�transport,�pharmaceuticals….etc.

• New�Legislative�Models
• Australia
• “Motor�Vehicle�Standards�Act” 1989

• broad�legal�imperatives
• industry�defined�standards�– enforced

• … with�“teeth”.

PROTECTION��POLICY��CONSIDERATIONS��IN��CHOOSING��ICT
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BACK�TO�THE�FUTURE��� THE��DATA��CENTRE

• “Jurassic�Park”
• “rebirth” of�the�mainframe

• “Green�IT”
• lowering�costs�– increasing�services
• virtualisation

• “data�at��rest” – central�responsibility
• security
• management
• backup�&�recovery
• legislation�/�regulation�– growing!

• IT�professionals�– education/training
• Outsourcing.
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BACK�TO�THE�FUTURE��� THE��DATA��CENTRE

• “hardening” the�data/server�centre
• “Common�Criteria” – a�choice�

measure
• Some�current�examples:

• SUN�Solaris�10
• IBM�System�z
• Secure�Linux�

• (Red�Hat�Enterprise�Linux�5)�
• Beyond�commodity�systems

NETWORK�PERIMETER�SECURITY�
NOW�OBSOLETE
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BACK�TO�THE�FUTURE��� CHOICES:�THE��DATA��CENTRE

• PC�/�desktop�revolution
• Workstation�computing

• Real�world�needs
• Government,�health,�banking/finance,�etc

• “Thinner”,�low�cost�clients
• Effective�security�management

• simpler�/�centralised�/�controlled�
• audit�/�forensics
• legislative�/�regulatory�environment

• New�choices�/�lower�costs�/�lower�power!
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CHOOSING��THE��RIGHT��SYSTEM�/�SERVICE

SUMMARY:

• Beyond�the�network
• Data�repository
• Data�in�collection,�transmission,�processing,�storage
• Reliability�&�Availability
• Backup�&�Recovery

• Beyond�the�commodity�system
• Home�PC�is�NOT�a�healthcare�data�system
• Other�industry�choices�exist
• Enforcing�policy�&�legislation



55Better�Life�ICT�© 2008

SUMMARY:

ICT��INDUSTRY��(PRODUCTS�&�SERVICES):

LEAST��REGULATED

LEAST��UNDERSTOOD
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SUMMARY:
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B)�Managing�Health�ICT�privacy:�

Education,�training�and�staffing

• What’s�in�a�word?

• Human�rights

• Outsourcing�&�offshoring

• Governance�&�Compliance

• Technology

• ICT�Education�Crisis
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WORDS

Security
Confidentiality confidential�quality;�state�of�being�

confidential 1. confident,�bold
2.�of�the�nature�of�confidence;�spoken�or�written�in�
confidence;�characterized�by�the�communication�of�
secrets�or�privatematters

Integrity
Availability

Privacy
the�state�or�quality�of�being�private
1.a��the�state�or�condition�of�being�withdrawn�from�the�society�of�others
1.b��The�state�or�condition�of�being�alone,�undisturbed,�or�free from�public�attention,�as�a�
matter�of�choice�or�right;�freedom�from�interference�or�intrusion

Safety

Oxford�English�Dictionary,�Oxford�University�Press�2002.
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GERMANY

Sicherheit Zuruckgezogenheit
security� privacy
safety”

• Meaning�of�words�– varies�by�language�&�culture
• Often�no�easy�translation
• Meaning�based�on�context

Langenscheidt’s�Concise�German�Dictionary,�Messinger�&�Rudenberg�� 1964/67�
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Article�12

No�one�shall�be�subjected�to�arbitrary�interference�with�his�
privacy,�family,�home�or�correspondence,�nor�to�attacks�
upon�his�honour�and�reputation.�Everyone�has�the�right�to�
the�protection�of�the�law�against�such�interference�or�
attacks.

Universal�Declaration�of�Human�Rights�(UDHR)
United�Nations�General�Assembly�
(10�December�1948�
Palais�de�Chaillot,�Paris).
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EDUCATION,�TRAINING�&�STAFFING��� OPTIONS�&�CHOICES

• Outsourcing�&�offshoring
• Contract�specification�&�mgmt
• Understanding�the�outsourcer
• Extra�territorial�legal�limitations
• Your�own�responsibilities

• Governance�&�Compliance
• Australian�legal�&�regulatory�regime
• Federal�/�State�/�Local
• Enterprise�policy

• Technology
• Knowing�&�understanding�the�choices
• Hardware�/�software�/�networks
• System�&�application�levels

Infosys�– Mysore,�India
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EDUCATION,�TRAINING�&�STAFFING��� OPTIONS�&�CHOICES

• Academic�vs�Industry
• Education�vs�Training

• Industry�training�&�certification
• Vendor�neutral�vs�Vendor�specific
• Activity�specific�(“ethical�hacking”, etc.)
• Product�specific
• Support�vs�Specification�/�development

ISC2 (CISSP)
ISACA�(CISM)
Sans�Institute
iapp
……
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ICT��EDUCATION��CRISIS

CSU�senior�lecturer�in�computing�Martin�Hale�said�the�IT�industry�
was�facing�a�crisis,�with�a�66�per�cent�fall�in�IT�enrolments�since�
2002.
Yet�more�than�100,000�IT�positions�had�been�created�in�that�time.
“There�is�a�very�frightening�skills�shortage�in�the�IT�industry�and�
it’s�something�CEOs�need�to�know�about,” he�said.

The�Sunday�Telegraph,�3�August�2008.

ICT��SKILLS��GAP
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B)�Managing�Health�ICT�privacy:�

Managing�a�sustainable�vision�
with�Health�IT�for�the�future

• When�will�the�exponential�expansion�of�breaches�stop?�

• What�is�your�plan�for�Self�Assessment?

• When�to�undertake�a�Privacy�Impact�Assessment�and�
what’s�involved?

• Researching�and�Developing�a�sustainable�framework

• Keeping�up
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RECAP:�Breaches�and�Records�compromised

• Consider�the�trends�across�all�sectors:

www.infosecurityanalysis.com)�
a�case�of�– not�if�but�when?
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When�will�it�stop?

• When�we�get�serious�and�stop�thinking�it�won’t�happen�to�us!
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67

Privacy�Impact�Assessment�(Australia)

• “A�PIA�can�be�a�valuable�tool�to�help�identify�what�needs�to�be�done�to�
ensure�a�project’s�compliance�with�privacy�legislation”

Key�questions�to�be�answered�through�
analysis phase�of�the�PIA:

Q#1�“Does�the�project�comply�with�
privacy�legislation�and�agency�specific�
legislative�requirements?”
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Undertaking�a�Privacy�Impact�Analysis

Recommendations

Scoping

Document�Mapping

Mapping�Information�Flows

Legal�Compliance�Check Risk�Analysis
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Open�and�Trusted�
Health�Information�Systems�(OTHIS)�

69

Data�centric�
Information�at�rest�

Process�centric�
Information�under�processing�

Transfer�centric�
Information�under��transfer

Health�Informatics�Access�Control�(HIAC)
Health�Informatics�Application�Security�(HIAS)�
Health�Informatics�Network�Security�(HINS)�
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End�Module�1�
“Introduction�to�key�privacy�issues�in�Health”

This�Health�Privacy�and�Security�Workshop�consists�of�5�modules. Each�module�
consists�of�1.5�to�2�hours�of�small�group�delivery�and�interaction,�as�follows:

Module�1:���Introduction�to�key�privacy�issues�in�Health�

Module�2:���How�to�undertake�a�Privacy�Impact�Assessment�

Module�3:���Risk�minimisation�with�Health�IT

Module�4:���Tackling�the�myths�of�Information�Security

Module�5:���Managing�a�safe�Health�IT�compliance�framework
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