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Good Morning.



As part of this second workshop, I would like to provide an idea of Privacy management from the  perspective of health professionals in a clinical setting 
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Briefly outlining what I’d like to cover includes the initial questions that healthcare professionals that might ask



Some particular issues of concern in the practical environment



Some concepts to keep in mind when negotiating privacy 



And then look at an example of developing some simple privacy management tools for addressing some specific issues. 


Questions
In Current Privacy: Management
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> What might go through a Healthcare Professional’s mind
when negotiating Privacy in a particular clinical setting?

« EQg doctor/ nurse/ therapist/
» diagnostics/ health sciences/

» epidemiologist/ infection control officer/ clinical
Informatician

other health service practitioner interacting with
clinical infermatien as part ofi health practice
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There are many questions that will go thru a HP mind when they are first negotiating formal privacy regulations



For this discussion we are thinking of those people interacting with health information as part of their work contributing to a clinical health service

So that may be drs, nurses, therapists, etc, directly involved in the patients care and management or

Clinical  scientific and pathology staff, diagnostic and clinical measurements scientists  or other Supporting Health staff such as Safety and Quality officers or clinical informaticians in various forms, who have key roles in handling clinical information




Questions

> What are we trying to achieve with Privacy
management? Why are we doing this?

> What Is the purpose of their activity and how does
Privacy relate to

» Protection and assist care of the patient
» Faclilitation of a healthcare service
o administrative to strategic level
» Quality Assurance
» Research
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Typically one might wonder what are we trying to achieve with privacy regulation in relation to our normal duties



And this depends on what the purpose of the HP activities carried out in their roles eg how does privacy relate to the protection and care of the patient or the facilitation of healthcare services or Qa and medical research activiites


Questions

> Who Is involved? Who
» does privacy and privacy regulation relate to?
o has responsibility?
> Where do you get information and knowledge on Health
Privacy?
» \What resources are there and which specifically
210]0)\VA%

> How do we manage Health Privacy in our particular
environment?


Presenter
Presentation Notes
One needs to consider who is involved, with whom does the responsibility lie?



With  the plethora of legislation and rules How do we inform ourselves to understand which apply in our situation?



And how do we manage the application of the regulation and manage health Privacy in our environment?






Issues of Concern

Healthcare Professional in the hospital setting

The Patient
> Protection and safety
> Their rights/autonomy.

> Desensitisation to or depersonalisation of personal
Information

‘BOTPA”

> The Privacy Act being used inappropriately as a reason
for failing to provide infermation or assistance

> Over-interpretation ofi Privacy regulation
» Inapprepriate hindrance of health services - safety

> Unnecessary hindrance of Medical Research and Public
Health
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Resulting from  these questions there are often particular areas of concern for healthcare professionals



The first issue of concern to the frontline staff in clinical areas naturally tends to be consideration for  the patient

-the Hp is concerned to advocate for their protection and safety, their rights and autonomy, avoiding the depersonalisation of them and their confidential information 



In contrast the phrase  ‘BECAUSE OF THE PRIVACY ACT’ can be an issue of frustration due to the inappropriate impediment of normal work processes which affects patient management and safety

eg where GP offices may hesitate to pass on follow-up information to hospital clinicians following a procedure such as surgery

Or hesitating to pass on information to a therapist for rehabilitation services

Or reducing flow of information to public health surveillance facilities eg infectious disease registries, safety and quality monitoring and hindering the progress of medical research






Issues of Concern

IHealthcare Professional in the hespital setting

Transparency and Accountability
> Inferming the public

> Lines of accountability
o Patient
o Clinician (Clinical Informatician/ Data manager)
» Health service organisation

> Auditing Privacy Management

Information/Data Management processes
> Data Quality.

audit trails

register/database management

staff- andl training

>
>
>
> registry. governance
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Being transparent and accountable to the public is very important to a healthcare organisation and it is part of the healthcare professionals role to assist by providing information on privacy practices to patients.



Health practitioners must be responsible and accountable for their actions regarding health privacy



They are ultimately accountable to the patient and the public. They are also accountable to the health care organisation, and many professionals are also accountable to clinicians in how they use data



Audit of privacy management should play a role





Data and information management processes contribute importantly to privacy management, but are often neglected



Data quality, audit trails of access and data modification, database administration, staffing and registry governance all have an impact on the privacy status of information repositories




Issues of Concern

IHealthcare Professional in the hespital setting

Data Use

> Access, Use, Disclosure
> Patient access - FOI

> Authorisation

> Management

Consent ISSUes
> Implied/ explicit/ opt on/ opt off/ waiver (‘gifting’)
> Context dependent

> When should yeu ask fer consent? When shouldn’t yeu
ask for consent?
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Managing Access, Use and disclosure is often a particular issue of concern



Use of clinical information for patient management is of course straightforward, but issues can arise in transferring data between care providers eg how do you do this in a privacy preserving way are there different standards between different organisations



Aside from those involved in clinical care, who else has access rights and in what situations? – patients themselves via Freedom of information, health insurers? Administration? Government oversighting bodies? And how is this managed and authorised



Today consent seems to be required for all things, perhaps partly as a response to an increasingly litigious society, but how do we mange consent for Privacy purposes There are a variety of consent options to consider:

Explicit informed opt-in consent is classically required for any access for interventional research or commercial purposes. For clinical care management consent is implied from the fact that the patient is visiting a clinician, but it is still important to inform patients how their information is handled eg in legitimately contributing to service management or in being passed on to another care provider. When one health practitioner asks for consent for this and another doesn’t the result can be confusing and disconcerting for the public.








Underlying Ethics and Concepts

> Balance, undesirable consequences and
positive goals in privacy for interpretation
of local regulation — an example
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I am now going to move on to a practical example of working through a particular privacy issue



Because privacy regulation can differ somewhat from place to place eg between the public and private health sectors – it’s useful to consider some underlying ethics and concepts to guide what we are trying to achieve


Cardiac Surgical Register

Response to increased Privacy regulation — journey of
discovery particularly over last 5-6 years following OH
privacy reviews and implementation of administrative
regulations

How to address the Privacy regulations wrt the Cardiac
Surgical Register required:

Defining our purpoese and context

identifying the relevant legislation

understanding the underlying ethics and concepts,

identifying relevant resources

Privacy mapping process against the relevant legislation

developing| localised privacy management toels addressing
identified relevant aspects ofi the applicable privacy regulatiens

YV V V V Y VY
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The Cardiac Surgical Register at Prince Charles Hospital has had to respond to changes in privacy regulation, particularly in the past 5-6 years following implementation oof administrative regulations by QH

How to address the regulation wrt the register required 

- Defining the purpose and context of the CSR – the register ‘raison d’etre’

- identifying the regulations and legislation that applies to our situation

- understanding what the regulations are trying to achieve 

- Finding some useful and relevant resources for the difficult bits

- mapping work processes against what we have found out is required

- and developing some practical tools to guide privacy management




Context

Cardiac Surgical Register: risk, procedure, outcomes
data

over 50 000 clinical records over 30 years over 3
software platforms

Primarily QA focussed, supports clinical research
No specific consent

Information 1s available to:

support clinicians in their treatment decisions

Inform consumers about services (and risks) they receive
facilitate Cardiac Surgical pregram management
facilitate Cardiac Surgical pregram Quality: Assurance

Inferm pelicy makers in planning and paying for Sernvices
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So the Cardiac Surgical Clinical Information Service collects patient identifiable data including preoperative risk, procedure details and outcomes information from the patient medical record without specific consent



The system holds over 50 000 patient records collected over 30 years and stored in 3 database platforms – the systems having been upgraded a number of times.



The database is primarily QA focussed, although it also supports service management and clinical research 



The data is analysed to provide information to support clinicians in their treatment decisions eg choice of heart valve replacement for particular patient population subgroups 

Inform patients about services eg the risks of complications in our setting for particular procedures

Service management eg Planning for trends in service capacity in certain procedures

Monitoring clinical outcomes and benchmarking against accepted clinical standards

And reporting up for wider healthcare planning


CSR: Privacy issue for main review:
Data Access, Use and Disclosure

What data uses are

> allowed
o patient care
o pPrimary use
» aggregate/ de-identified
« CONsented
o Special exceptions
> not allowed uses
o Unrelated purpese
s NO COnsent
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Being an established register, many data management issues related to Privacy were already well managed, but the major issue which required review following QH Privacy regulation changes was with respect to data access use and disclosure



Generally speaking, clinical data is allowed to be used for the primary purpose – mostly patient care; or if it is in a form that is non-identifiable; otherwise consent is generally required apart from approved exceptions.


Definitions

Primary vs Secondary purposes
> Primary

» directly related to the health service or within
reasonable expectation

« ? Funding, Management, Quality Assurance, Quality.
Improvement

> Secondary purposes
o« Research
» Many definitions

» Authorisation and regulation ofi different types of use
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Firstly we needed to sort out some key definitions and how they applied to us



So Primary use of data is usually defined as being directly related to the health service or within reasonable expectation of the patient to be connected to the health service

Usually this includes Funding, management, quality assurance and quality improvement activities but excludes research activities, for which data from our register is often requested



Then we need to look at definitions for what constitutes funding, management, QA and QI activities as distinct from research activities and this can be a little fuzzier.

Resources that allowed development of useful criteria to assist in discerning these activities include the NHMRC publications such as the National Statement on Ethical Conduct in Human Research (2007) and When does Quality Assurance in Health Care Require Independent Ethical Review?  as well as published medical literature on the subject.


Developing Local Guidelines

> How to develop local guidelines wrt data reguest?

> Can be difficult to determine exact obligations from
Institutional general policies and difficult to develop
service level policies from the regulations
o terminology may be confusing and may not be well defined
o What parts apply
> Useful to consider the underlying concepts, ethics and

socletal values
o Basis of legislation and assists interpretation
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Then we needed to develop some local guidelines in relation to the data requests and it can be difficult to determine the exact requirement for local situations to develop specific service level processes



In this case it is often useful to consider the ethics and concepts that privacy legislation is based on




Ethical Basis

> Biloethics identifies: beneficence, respect for persons,
and justice

> Clinical principle precept: ‘First Do No Harm’
However

> Opposing ethics schools of thought defining “how one
should act",

o Eg Kantian: focussed on the actual action and the morality of
that action as opposed to the consequence of that action. As
long as you act in a moral way then the conseguences of your
actions don't matter

o Utilitarianism: the idea that the moral worthi of an action is solely
determined by its contribution to everall utility, that Is, Its
contribution to geod as summed among all persons
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From a health practitioners point of view the ethics of ‘first do no harm’ is familiar, being a part of the medical code of practice and underlies the desire to serve the individual patients in care. Bioethics also identifies the concepts of beneficence, respect for persons and justice



However it is interesting that there are different schools of ethics that define’ how one should act’ ethically in a given situation.



So for example Kantian ethics suggests that the focus is on ensuring that the initial action is as ethical as possible and the consequences will sort themselves out eg as along as you are as morally ethical in your interaction with the current patient all will be well



Whereas the Utilitarian school suggests that the focus should be on ensuring the endpoint of the action provides the most benefit to be ethical eg you must consider the patient as a part of a larger process and to be ethical you must consider the repercussions beyond the initial interaction.


Balance and Proportionality

Concepts of Balance and Proportionality.

> To balance fairly requires educated weighing of risks and
benefits of the alternatives against each other and
accepting a certain level ofi risk in return for desirable
benefit

In the context of data use and disclosure this considers

> Individual autonomy/right to non-interference vs public
Interest in the benefit of the use

> Health service staff responsibilities to patient vs service
user (patient) responsibilities to health service provider
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This introduces the concepts of balance and proportionality which are used to address these opposing principles to develop a balanced approach to regulation



In the context of data use and disclosure this considers the individual rights of autonomy and non-interference against the need for the use of the information  which is in the public benefit



There is also a balance of health service staff responsibilities to the patient and the responsibility of the of the patient to contribute to the health services they used



Thus the legislation seeks to structure the considered elements that contribute to deliver an acceptable balance and this is what we are trying to implement locally.


Goals

Positive goals for implementing Privacy management:

> Ensure responsible handling ofi health information wrt
privacy

> Enhance ability of individuals to be informed about thelr
health care

> Promote provision of quality health services

> Balance public interest in protecting privacy with public
Interest in legitimate use of information
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Some goals then to aim for in implementing Privacy regulation are to ….


Unintended Conseguences

> non-application
o breach of privacy.
o Individual embarrassment or possible patient harm
» loss of public trust in healthcare system

> over-interpretation/ misinterpretation could lead to:
o reduced collaboration between carers
o INcreased cost of healthcare
» Odecreased guality of healthcare
o hindrance ofi medical research
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In implementing Privacy regulation we should also be aware of the possibility of unintended and undesirable consequences of poor privacy management



We are aware that ignoring Privacy regulation can have unfavorable repercussions on a healthcare organisation both financially and on their reputation in that  

Breach of privacy can cause effects ranging from embarrassment to a patient to significant irreparable harm, law suit and loss of public trust.



However overly zealous interpretation can lead to the BOPTA issue which can result in reduced collaboration between carers

Increased costs to the healthcare system due to increased management processes, time spent negotiating unnecessary impediments to work

Decreased availability of services (there is only so much money)

Decreased quality of healthcare and limitation of beneficial medical research if access is overly limited


Tools

Tools for managing Privacy In data access, use and
disclosure for CSR

> SOP cf Clinical Pathways —

» Data Reporting and Access Policy - authorisation
and delegations

o Data Request Form — for decision support and
authorisation
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So taking all that into consideration we need to develop some simple tools to assist in our Privacy management process.



From a clinical perspective we can liken this to a clinical pathway or a Standard Operating Procedure which outlines a pathway of action for a given issue



We use a simple data request form which dissects the criteria needed for responding to data requests in conjunction with a data reporting and access policy which provides authorisation and delegation structure for data release
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This is our data request form which 

documents details of the data requested for our extraction processes

The second section dissects the purpose of the request against privacy regulation requirements

Then the requestor signs off acknowledging the applicable legislation and restrictions in the use of the data; 

and we have the request authorised according to the reporting and delegations policy


Tools

> Data Reguest database — for Audit and accountability

> Practical definitions and specific examples for local context
o Primary purpose
o Secondary Purpose
» Clinical monitoring - Quality Improvement - Research
o Reasonableness
» ldentifiable - de-identified - re-identifiable

> Information sessions for possible reguestors (eg registrars,
clinical placement students)
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We record the information from this form in a small database which allows us to report on and audit our management of data disclosure.



We have worked through important definitions and incorporated some examples into the form to assist in answering the questions



And we give information sessions to possible requestors via the cardiac surgical medical education program


Summany.

Define your activity purpese and the role or use of
Information

Determine the regulations relevant to your situation

Understand the meaning behind the regulations to
facilitate interpretation

Map your activity against the relevant regulations

Create locally applicable policy or guidelines to support
good privacy management practice including succingct
practical definitions

Educate
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So in summary to implement a local privacy management process it is useful to…


And Einally

Privacy Regulation should enhance patient care and
health services

> Don’t underestimate the > But lookout for unintended
Importance of Privacy in conseguences
Healthcare

I TRUST OVR

PATIENT= DOCTRE
FELATIoN3MIF

-~ i:;ll'.'l o ey AL
THE PosseLE Biens of
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ADYERSLY
AFFecTer

THE PRVACY CARTOON SAMPLER

BY CHRIS SIANE
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